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T™063 HHOOPMAIIMOHHAS
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OF EDUCATIONAL PROGRAM
7M06302 - INFORMATION SECURITY
AUDIT

Duration of study — 2 year

Scientific-pedagogical training

Degree to award:

Master of Engineering Sciences on
educational program=
«7M06302 — Information security audit»



Konn! IMou araymapel/ 0Ky kyMbIcbIHBIH | Kpeaur | Beer U3 HMX: Cemectp/CemecTpbl/Semeste KopbIThiHABI
Kon TYpJiepi €aHBbI 0 rs 6aKbL1ay
Code HaunmenoBanus aucuuniun/ Bugos | Kpeant | daco | Jap/ Mpaxt/ | 3ept/ CcCO0 | COX/ 1 II I | Iv Heicanbl/Popma
yucOHofi padoThl bl B Jex/ Mpakr./ | JIa6/ K/ CPC MTOrOBOTO
Names of disciplines/other educational | Credits Lec practice | Lab CPCI Kpeant koHTpoJs/ Final
activities canpl/Kpenntoy/Credits control form
1. TEOPUASJIBIK OKBITY/ 84 2520 | 210 222 330 118 1640
TEOPETHYECKOE OBYYEHHE/
THEORETICAL EDUCATING !
1.1 BA3AJIBIK ITOHAEP (BIT) ITUKJI / TTAKJT 35 1050 90 141 90 49 680
BA3OBBIX JUCITUILJIUH (BJ) / CORE
DISCIPLINES (CD)
1) ZKOFAPBI OKY OPHbI KOMIIOHEHTI 20 600
/BY30BCKHI KOMIIOHEHT/ UNIVERSITY
COMPONENT _
M-1 Teuibiv TapHXbI MeH _
dbunocopuscel moayai / Moayan
ucropud M ¢uiocopun HaykH / 8 240
Module on history and philosophy of
science
IFN 5201 | FoutbiM Tapuxsl MeH ¢uiocopuschl / eMTHXaH/dK3aMeH/
Uctopus u punocodus nayku / History 3 90 15 15 0 4 56 3 exam
and philosophy of science
1Ya 5202 | Ieren timi (kacibu) / MHOCTpaHHBIH eMTHXaH/3K3aMeH/
s3eik (mpogeccuonaneheiit) / Foreign 5 150 0 45 0 7 98 5 exam
Language (professional)
M-2 TlcHx010rHg-NearororuKaibix
MoayJb/
Tlcnxosioro-neJaroru4ecKui 12 360
monyan/ Psychology and Pedagogy
Module
PVSh Xorapel MeKTeNnTiH IeAaroruKacsl/ eMTHXaH/IK3aMeH/
5203 [lenaroruka BbICILICH IKOJIBI/ 5 150 15 30 0 7 98 5 exam
Pedagogy of higher education
PV Backapy ncuxosnorusacel/ Icuxonorus eMTHXaH/3K3aMeH/
5204 ympasneHusi/  Psychology of 3 90 15 15 0 4 56 3 exam
management
PP 5205 | Ileparoruxasik MPaKTHKA / eMTHXaH/3K3aMeH/
IMemaroruueckas mpakThka / Teaching 4 120 0 36 0 6 78 4 exam
Internship




Koabi
Kon
Code

Mon ataynapbl/' OKY SKYMBICLIHBIH
Typ.epi

HauMeHnoBaHusi AHCUMINIMH/  BHIOB
yuyebHoil paboThl

Names of disciplines/other educational

activities

Kpeaur
CAHBI
Kpenut
bl
Credits

Bceer

qaco

H3 HUX:

Cemectp/CemecTpbi/Semeste
rs

Hdap/
Jler/
Lec

IMpaxTt/
Mpakr./
practice

3ept/
JIla6/
Lab

Co0
K/
CpCIl

COX/
CpPC

I ﬁ: m | 1v

KpeauTt
caunl/Kpeaurel/Credits

KopbITbiHABI
fakpL1ay
Hbicaubl/Popma
HTOTOBOIO
kouTposs/ Final
control form

2) TAHJIAY KOMITIOHEHTI (TK) /
KOMIIOHEHT IIO BBIBOPY (KB) /
ELECTIVE COMPONENT (EC)

15

450

M-3 AKnaparTbiK Kayincisaik
aynnTi/

Ayant HHQOPMAIHOHHOM
6ezonacHocTH/

Information security audit

15

450

AIB 1
5206

AKnapatTeiK Kayincizgik ayauri 1/
Aynut WHG$OPMALIMOHHOH
6ezomacuoctu 1 / Information security
audit 1

98849

150

15

30

98

eMTHXaH/sK3aMeH/
exam

NPSIB
5207

AKNapaTThiK Kayinci3mikTig
HOPMATHUBTIK-KYKBIKTBIK

CTaHAapTTapsl / HopmaTusHO-
1IpaBOBBIE CTaH/IAPThI
uHopmalroHHoH  OezomacHocTH  /
Regulatory and legal standards of

information security 98850

150

15

30

98

eMTHUXaH/dK3aMeH/
exam

AlIB 2
5208

AKnapatrTelK Kayincisfik ayauri 2/
Aynur UH(popMaLroHHOH
6ezomacuoctd 2/ Information security
audit 2 98851

150

15

30

98

eMTuxan/HK3amMen/
exam

M-3 HeiipoHaBIK

sKeiep TEOpPHSCHI JKIHE
CEeMAHTHKAJIbIK AHAJIA3 MOAY.Ii /
Moy TeOpHH HelipOHHBIX ceTel H
CEMAHTHYECKOT0

anaansa/ Module of neural network
theory and Semantic

Analysis

15

450

MMTNS
5206

HeWlipoHABIK KeNnuiep TeOPHSChIHBIH
apmicTepi Men Mozenbaepi / Mozaenu u

150

15

30

98

CMTHXaH/3K3aMeH/
exam




Koabl IMon artayaapel/ OKY 3KYMbICHLIHBIH
Kon TYphepi

Code HaumeHoBaHHsI JAMCOHILVIMH/  BUIOB
y4eGHOi1 paboTbl

Names of disciplines/other educational

activities

Kpennt
caHbl
Kpenur
bl
Credits

Bcer

W3 HRX:

Cemectp/CemecTpsl/Semeste
rs

yaco | Jap/

Jlek/
Lec

Mpakt/
IMpakr./
practice

3ept/
JIa6/
Lab

Ccoo
K/
CPCIl

COX/
CcpPC

1 1I 111 v

Kpeaut
caubl/Kpeautnt/Credits

KopbITbIHIbI
faKbLIay
HblcaHbI/Popma
HTOrOBOI0
xoHTpoas/ Final
control form

METO/bl TEOPHH HEHpOHHBIX ceTed /
Models and methods of the theory of
neural networks 98852

Mobunai koHe OyiITThl  ecentey
maargopmaiapsl /| MoOuneHele U
001a4HbIE KOMITBIOTEPHBIE MIATHOPMBI
/  Mobile and cloudy computer
platforms 98853

MOKP
5207

()]

150

15

30

98

eMTUXaH/3K3aMeH/
exam

AKMapaTThIK Kayinci3mikTi
KaMTaMachi3 €Ty YLIiH CeMaHTHKaJbIK
Tangay Tacingepi/ MeTtoast
CEMaHTHYECKOTO aHanuza IS
obecrieyeHHs uHGOPMALMOHHOM
GesonacHocTd / Semantic analysis
methods for information security 98854

MSAOIB
5208

150

15

30

98

eMTUXaH/HK3aMeH/
exam

1.2 BEAIHAEYIII NOHJAEP LMK (BID) /
LK1 TPOGUINPYIONIX JACITATLINH
(11/1) / MAJOR DISCIPLINES (MD)

49

1470

120

81

240

69

960

1) JKOFYAPBI OKY OPHLI KOMITOHEHTI
/BY30BCKNH KOMIIOHEHT/ UNIVERSITY
COMPONENT

25

750

M-4 BarpapaamMaibik ka0apIKrama
men OXK kayincisairi/

BezonacHocTh MPOrpaMMHOTO
obecnieuenuss 1 OC / Software and
OS security

10

300

barnapnamarslik KOCHIMITIAIAp
Kayinci3miri / besomacHoCTh
BPP NPOrpaMMHBIX TIPHIOXKEHUH / Security
6301 of software applications 98855

150

15

30

98

eMTHXaH/PK3aMeH/
exam

OX kayincizairie tangay / Ananus
ABOS 6esomacaoctu  OC / OS  Security

150

15

30

98

eMTHXaH/sK3aMeH/
exam

5302 Analysis 98856




Koasbi Mon arayaapbl/ OKY JkyMbichiHbIiH | Kpeaut | Beer H3 HHX: Cemectp/CemecTpbl/Semeste KopbIThIHABI
Koa TYpJepi CaAHBI 0 rs GakblL1ay
Code HaumenoBannst auciumiud/ BugoB | Kpeaut | 4yaco | ap/ Mpaxt/ 3ept/ Ccoo0 COX/ 1 II X v Hblcaubl/Popma
ydeGHoii paboThl bl B Jlex/ Mpakt./ | JIa6/ *K/ CPC HTOrOBOrO
Names of disciplines/other educational | Credits Lec practice | Lab CPCII Kpenut kourpois/ Final
activities caubl/Kpenutnl/Credits control form
M-5 KobGanap meH Toyexeagepai
f6ackapy / Ynpas/ieHHe POEKTAaMH H
puckamu / 300
Project and risk management 10 _
UR Toyekennepni 6ackapy / YnpapieHue 5 eMTHXaH/3K3amMen/
5303 @xw\zm_s: / Wmmw management vommmq 5 150 15 0 30 7 % exam
Kobanapaei  koHe esrepicTepai eMTUXaH/3K3aMeH/
UPI Gackapy / YmpaeneHHe TPOEKTaMH U 5 150 15 0 30 7 98 exam
5304 usmenerusaMu / Project and Change >
management 98858
M-6 Keminmik Kayincizgik moxysi / 5 150
Moayas Cereroii GezonmacHocTH /
Network Security Module
XKeninik KayincizgikTi KamMTamachl3 eMTHXaH/3K3aMeH/
0SB ery /  OOecneueHHe  ceTeBoi exam
6305 GesomacHoctd /  Ensuring network > 150 15 0 30 7 %8 >
security 98859
2) TAHJIAY KOMIIOHEHTI (TK)/
KOMIIOHEHT IIO BBIBOPY (KB) / 15 450
ELECTIVE COMPONENT (EC)
M-7 KunGep-kpaMuHATHCTHRKA/
Ku6ep-kpamanaancraka/  Cyber- 15 450
Forensics
KK KoMmeiorepaik  KpUMHHATUCTHKA  / €MTHXaH/3K3aMeH/
6307 KoMmptoTepHas KpUMHHAITHCTHKA / 5 150 15 0 30 7 98 5 exam
Computer Forensics 98860
BED YaxkeH gepekrep  Kayincizmiri  / eMTHXaH/3K3aMeH/
6308 BesonacHocts Gonbiux AaHHbIX / Big 5 150 15 0 30 7 98 5 exam
Data Security 98861
- Pykcatchiz eHyai Tectiiey (pentesting)/ 150 15 0 30 7 08 eMTHXaH/3K3amen/
TecTHpoBaHHe Ha MPOHUKHOBEHHE/ 5 5 exam
6309 Penetration testing 98862




Koabi
Koa
Code

IMon araynappl/ OKY RYMBICHIHBIH
TYpJepi

HaumveHoBaHusl JAMCUMINIMH/  BHIO0B
yueOHOH padoThI

Names of disciplines/other educational

activities

Kpegurt
CAHBI
Kpeaur
bl
Credits

Beer

qgaco

H3 HUX:

CemecTp/CemecTphl/Semeste
rs

Ttap/
Jlex/
Lec

IIpakT/
IMpakr./
practice

3epr/
Jlab/
Lab

Cco0
K/
CpPCIl

COX/
CPC

1 IT I1x v

Kpeaut
caubl/Kpenutel/Credits

KopbIThIHABI
bakbLIAy
HbIcaHbl/Popma
UTOrOBOTO
kouTpost/ Final
control form

M-7 Kayincizaik xyHesepi xoHe
skeai  Kayimcismiri /' Cuerembl
Gesonacnoctn u Ge3onacHOCTh ceTH /
Security systems and network
security

15

450

TUIB
6307

AxnapaTTeIK Kayincisgaikri Gackapy
TEeXHONOrMACHI / Texnonorun
yIpaBJicHHs uHbOpMAIIMOHHOH
GezomacHocTH / Management
technologies of information security
98863

150

15

30

98

eMTHXaH/3K3aMeH/
exam

BVP
6308

BeG-kochiMianap  Kayimcizmiri  /
bezonacHocTh BeO-npunoxenni / Web
Application security 98864

150

15

30

98

eMTuxaH/3k3amMeH/
exam

AISB
6309

AHanWTHKAJIBIK aKnapat Kayincizmik
JKylienepi / AHanuTHYeCKHe
HH(OPMALHOHHBIE CUCTEMBI
6e3omacHocTy / Analytical information
security systems 98865

150

15

30

98

eMTUXaH/3k3aMen/
exam

M-6 Keminik kayincizaik moxyni /
Moayab CereBoii Gesomacnoctn /
Network Security Module

IP 6310

3) 3EPTTEY INPAKTHUKACDI/
HCCJIEJOBATEJILCKAS
MMPAKTHUKA/ RESEARCH
PRACTICE

270

81

13

176

2. FBUIBIMHA-3EPTTEY KY¥YMbICBI/
HAYYHO-UCCJEJOBATEJBCKAS
PABOTA/ MASTER’S STUDENT RESEARCH

24

720

50

670




Koasi [ Mon araymapbl/ 0Ky KYMBICHIHBIH | Kpeant | Beer H3 HHUX: Cemectp/CemecTpbl/Semeste KopbIThIHABL
Koa TYpepi CAHBI 0 rs f6akbl1ay
Code HaumveHoBanuss aucuumaup/ sugos | Kpeant | uaco | Hap/ . Mpakt/ | 3ept/ ceo | cox/ I 1I 111 v HbICaHbI/®Popma
yueGHoii paboThI bl B Jlex/ Mpakr./ | Jla6/ %xK/ CPC HUTOrOBOrO
Names of disciplines/other educational | Credits Lec practice | Lab CPCII Kpeaur koutpoJsi/ Final
activities canbl/Kpeantsl/Credits control form
1) MATHCTPJIK JUCCEPTAIIUAHBIH, 24 720
OPBIHAAJYBIH ’KOHE
TATBUIBIMJAMANAH OTYAI
KAMTHUTBIH MATUCTPAHTTBIH,
FBLIIBIMU-3EPTTEY KYMBICHEI (MF3K)/
HAYYHO-UCCIEJOBATEJIBCKAA PABO-
TA MATUCTPAHTA (HUPM), BKJIIOUAS
NPOXOXJIAEHUE CTAYXKUPOBKHA U
BBIIIOJIHEHUE MATUCTEPCKOH
JAUCCEPTALIMA/ MASTER’S STUDENT
RESEARCH (MSR), INCLUDING _
SCIENTIFING INTERNSHIP AND _
DISSERTATION WRITING
NIRM1 FrimpiMu cemunap / HaydHeiil ceMuHap
/ Research Seminar 3 90 1 _ 1 1
NIRM 2 | Maructepiik JuccepTaLMsaHb]
opbiHAay/BBITIOTHEHHE MarucTepCKoi
auccepranun/ Dissertation Writing 14 420 1 2 1 10
NIRM 3 Foueimu  tarsuibiMaama / Haydsas
craxxupoBka / Scientific Internship 3 90 3
NIRM 4 | FeiteiMd  skypHangapaa/  FbUIBIMU-
MIPAKTHUKAIBIK koH(pepeHuusIap
MaTepUanIapelHAAFb] XKapHsaaHbIMaap 4 120 |
/ TlyGnukauuss B Hay4yHOM >KypHaie/ 4
MarepHaiax  Hay4YHO-IPaKTHYECKOM _
koH¢pepennuu/ Publication in the
Proceedings of International
Conferences
DVO 3. OKBITYABIH KOCBIMIITA
TYPJIEPI (OKT) /
JAOINOJHUTEJIBHBIE BH /b1
OBYYEHUS (IBO)




Koabl
Kon
Code

Ilon araymapel/ oKy
TypJsiepi

HanmeHoBanus
yueOHoii paboTbl
Names of disciplines/other educational

activities

KYMBICBIHBIH

AUCHHNINH/  BHIOB

Kpeaunr
CaHBbI
Kpeant
bI
Credits

Bcer

qaco

H3 HHX:

rs

Cemectp/Cemecrpnl/Semeste

Hap/
Jlex/
Lec

Ipakr/
Hpaxr./
practice

3ept/
JIa6/
Lab

Cceo

CprCIl

COX/
CPC

I

i | 111

v

Kpeant

canbt/Kpeantni/Credits

KopuIThinan!
6aKbLIay
HbicaHbl/Popma
HTOrOBOTO
KonTpoas/ Final
control form

/ADDITIONAL TYPES OF

TRAINING (ATT)

ATTEC-
/MATOI'OBASL
/FINAL

4. KOPBITBIH/IBI
TATTAY (KA)

ATTECTAIIFISI  (HA)
ATTESTATION (FA)

12

360

25

335

MATHUCTPJIIK JUCCEPTAIIASY/
MATHCTEPCKAS

JAUCCEPTANMSY/
MASTER’S DISSERTATION

OZMD

1) MATHCTPJIK JTIACCEP-
TALMSHBL POCIMJIEY JXOHE
KOPFAY (MJIPxK) O®OPMJIEHUE
U 3AIMTA MATUCTEPCKOM
JIUCCEPTAIA (Ou3MIY
MASTER’S DISSERTATION
PREPARATION AND DEFENSE
(MDPaD)

12

360

25

335

12

BAPJIBIFBI / HTOT'O /TOTAL

120

3600

210

222

330

193

2645

28

32 30

30

0oobpeno
Unen npaenenua - npopeKmop no akadeMudecKum 6onpocam /
Akademunanvik macenenep Ooiivinma npopexmop - backapma
myweci/ Vice Rector on Academic Affairs - Member of the Board

Coznacosaro

Hupexmop /lenapmamenma no akademuueckum éonpocam /
AxademunnviK macenenep sconindezi OenapmameHm OUPeKmopsl
/ Director of Academic Affairs Department

)/

D.Kaxvinosa/D./Kaxvinoea/F.Zhakypova

T.Myxumounoea / T.Myxumounoea /
T.Mukhitdinova



Pyxoeooumend cnyacovr memoouueckoii pabomot / Odicmemenix I. ’Kaxynoea / I'. 2ZKaxynosa /
Hcymoic Kpizmeminin scemexuiici / Head of the Methodical Work G.Zhakupova

Service

Ilpomoxon /Xammama / Minutes

Obcyarcoeno u pexomenoosano na 3acedanuu Yuenozo Coeema
Ne « » 2021..,

daxyremema ungopmayuonnvix mexunonozuii / AKnapammolx, e
mexHonozuanap Qaxynememiniy ~ Founbimu  Kenecinin <
Maxcinicinde Kapacmoipvinsin ycwinosinzan / Discussed and
approved at the meeting of the Academic Council of the Faculty
of Information Technologies

Hexan  axynemema  ungpopmayuonnvix mexuonozuii  / b.Ypmawes/ b. Ypmawes /B. Urmashev

Axnapammeix, mexnonozuanap gaxynvmemininy dexanvt / Dean
of the Faculty of Information Technologies

IlIpeocedoameny memoo.coeema haxyromema / Daxynromemmin — @. I'vemanosa /®@. I'vemanosa
adicmemenixk 610po mepaiivimot / The Chairman of the methodical Q*Q\& /F.Gusmanova

Bureau of the faculty

3asedyrowmuii  kagedpoii  ungopmayuonnvix cucmem / \ A&\m III. Mycupanueesa / IlI. Mycupanuesa
Axnapammuix; acyiienep xageopacvirnoiry menzepyuiici / Head of y \ { _m_s.\.,_ I/ /Sh. Mussiraliyeva

the Department of Information Systems ;

Koopounamop obpazosamenvnoii npozpammur / binim 6Gepy \\,

bazoapramaceinvty koopounamopst / Educational Program d\“\\ - K. Anumoxcanoea/ K. Anumxcanosa/
Coordinator v/ Zh.Alimzhanova

K. Anumswcanosa / K. Anumscanosa
/Zh.Alimzhanova

C./Kynycbaesa / C..Kynycbaesa
/S.Zhunusbayeva

Paspabomuuxu obpasosamenvroiu npozpammet / binim 6Gepy
bazoapramacvinviy Kypacmeipywisinapsl / Educational Program
Authors




4

Pabomooamenv: Bedywuii cneyuanucm no ungopmayuonnoi 7./ Ocnanos P. / Ocnanoe P. / Ospanov R.
besonacrocmu, Cnyxcoa HT 6e3onacnocmu, Eurasian bank/ Y

Kymuic bepyuti: AknapammbulK Kayincizoixk 0ovivinuia Hncemekuli /

maman, AT Kayinci3oixk Kvismemi, Eurasian bank/

EmployerLeading Information Security Specialist, IT Security

Service, Eurasian bank



